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3 levels of 
learning 
about AI 
and Cyber
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Engineers

All Officers
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Specialists

Engineers

All Officers
Possible “AI Literacy” course outcomes

• Understand the basic concepts and types of AI

• Military applications of AI

• Utilize AI tools (like ChatGPT) effectively for various applications

• Recognize the limitations and potential risks associated with AI

• Reflect on the ethical, legal and societal implications of AI use

• Reflect on best practices for responsible AI usage in a defence context
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Cybersecurity

• All officers:
general cyber awareness

• Part of professional training,
not an academic course

• Role of CyCom ?
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Cybersecurity NIST
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3 levels of 
learning 
with AI

Academy

Professors

Students
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Take-aways

• “literacy” in these fields crucial for ALL officers
• Not only engineering, also including legal and ethical aspects

• Fast evolving fields -> courses must adapt

• Priority for several nations, specialized personnel crucial
• In-house vs partnership civilian universities

• “Train the teachers” about AI (partnership civilian universities)

8



9



3 levels of AI



DS425: Intelligent Decision Making Methods

Introduction to AI

Part 1: Search and decision making

• Tree search (uninformed/informed)

• Local Search

• Adverserial Search

• Constraint Satisfaction Problems

Part 2: Machine learning

• Supervised learning (classical methods/deep learning)

• Unsupervised learning

• Applications in Natural Language Processing

• Reinforcement learning

Research project
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from RMA
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Specialists

Engineers

All Officers

Building blocks for specialized AI 
semesters

History of AI
Search 

Algorithms

Knowledge 
representation 
and reasoning

Machine 
Learning Basics

Neural 
Networks and 
Deep Learning

Natural 
Language 
Processing

Computer 
Vision

Robotics
Reinforcement 

Learning

Legal and 
Ethical aspects 

in AI

Uncertainty and 
Probabilistic AI 

Models

Big Data and 
Privacy

Speech 
Recognition

Multi-Agent 
Systems

…



Holmes, W., & Tuomi, I. (2022). State of the art and practice in AI in
education. European Journal of Education, 57(4), 542-570
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Cybersecurity

• All officers
• General cyber awareness

• Engineers / Tech officers
• Securely provision C4ISR systems

• Operate & Maintain

• Oversee & Govern

• Specialists
• Protect & Defend

• Analyze threats & Respond to incidents

• Investigate incidents
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Cybersecurity ENISA
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Cybersecurity NIST
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Cybersecurity SANS
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Cybersecurity RMA

• BaMa SSMW
• Not technology oriented
• Limited specialization in Ma with 1 Cyber course

• BaMa POL
• Technology/Engineering oriented
• Specialization “Network Enabled Capabilities” (NEC)
• Multiple cyber courses (management of cybersecurity, network security, 

forensics, malware reverse engineering)

• Ma Cyber (inter-university)
• 120 ECTS shared cybersecurity curriculum (includes the RMA courses)
• Not part of RMA curriculum but free admission for RMA students
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Cybersecurity

• Challenging field: rapidly evolving, complex, …

• Example: cybersecurity of AI (LLM) systems
• Input validation: from basic fields to complex prompts
• Supply chain: from software supply chain to “training data, models, 

augmentation sources (RAG), and software” supply chain
• Least privilege: from fine-grained ABAC/RBAC/MAC/DAC to the LLM has 

access to the full datastore
• Shift left: from convincing software engineers to “educating” data scientist
• Etc.

• Curriculum must evolve frequently and must be supported by 
scientific research and SMEs
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Generative AI and Artificial Creativity
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1990 internet 
traffic: 
100 GB/day

2017 internet 
traffic:
45000 GB/second

Data
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Knowledge Data

Processing 
Power

Rules and 
Regulations

AI
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Generative AI and Artificial Creativity

• Possible military applications
• Deepfake creation and detection

• Narrative generation
• E.g. enhanced situational awareness based on reports (potentially from autonomous 

devices)

• Automated reports/orders

• Proposing alternative COAs

• Generation of training content (video, image, text) 

• NLP
• Machine translation, summarization (from text or audio), sentiment analysis

• Question answering systems/chatbots
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Game playing: intelligent decision making

• Possible military applications
• AI-enabled wargaming

• Managing fleets of autonomous vehicles

• Decision-making assistance
• Strategic planning

• Recommendations for COA
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Image understanding

• State of the art
• Deep learning for image recognition has become more or less “routine”…if training 

data available
• Image captioning and visual question answering remain more difficult

• Possible military applications
• Surveillance of large areas
• Target recognition
• Individual targeted surveillance

• Challenges
• Ethical/Legal implications
• Adversarial AI
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Robotics

• State of the art
• Self-driving cars remain around the corner

• Advanced robots performing acrobatics actually not based on AI but control theory

• Unmanned autonomous systems

• Possible military applications
• UAS

• Logistics/resupply

• Challenges
• Ethical/Legal implications
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